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Enterprises are facing difficulties in achieving and maintaining competitive ability amidst 

globalized markets. In the modern business environment, an effective CRM is an imperative for 

retaining customers. As CRM systems rely on customer data, it is important to secure data 

integrity. This paper thoroughly analyses the challenges of enterprises, CRM and customer data. 

The main goal of this paper is to provide an overview of existing literature and business practice in 

the domain of CRM. In addition, a model for improvement of CRM is developed. The model is 

based on the results of conducted review, and as such, it presents an approach towards enhancing 

CRM systems while taking into consideration the integrity of customer data. 
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INTRODUCTION 
 

Competitive ability of an enterprise is a 

determining factor of long-term survival on 

globalized markets. Enterprises and their 
competitiveness are not determined by their size 

and country of origin, as smaller enterprises can 

obtain a solid competitive position despite the 
presence of large corporations present on the same 

market (B. Fleaca, E. Fleaca, & Maiduc, 2017; 

Kotler, Kartajaya, & Setiawan, 2017). Achieving 

competitive ability amidst the globalization of 
markets and the digitalization of business 

processes has proved to be a challenge for 

enterprises (Bakator, Đorđević, & Ćoćkalo, 2019; 
Bakator et al., 2018). In these conditions, where 

rapid changes of market trends are the default 

state, enterprises have to develop products and 
services, and flexible long-term strategies in order 

to develop and maintain competitive ability (Sipa, 

Gorzeń-Mitka, & Skibiński, 2015; Ungerman, 

Dedkova, & Gurinova, 2018). Digitalization does 
not only affect business activities, but every aspect 

of human activity as well. From the aspect of 

competitiveness and economy, digitalization has 

brought digital platforms (e-commerce sites, 
collaboration software, etc.), which made it 

possible for enterprises from smaller countries to 

actively participate on the international market 
(Yeganeh, 2019). Competitiveness of enterprises is 

an integral part and one of the main goals of 

conducting business. With the rapid development 

of information on-communication technologies 
(ICTs) enterprises have to adapt and conduct 

business in the digital economy (Ćoćkalo et al., 

2019). Permanent changes of the business 
environment are mainly the result of technological 

advancement (Bogetić et al., 2018). The processes 

of digital enterprises do not have to rely heavily on 
financial assets or to be more precise, human 

resources and intellectual capital were more used 

mailto:mihalj.bakator@uns.ac.rs


M. Bakator 

et al. 

CRM and customer data: Challenges of 

conducting business in the digital economy 

 

86 JEMC, VOL. 11, NO. 2, 2021, 85-95 

compared to financial resources in these 

transformations (Ansong & Boateng, 2019). 

 
With the goal to achieve and maintain strong 

competitive positions on the market in modern 

business environment, enterprises have to apply 
advanced information systems alongside various 

tools designed to obtain and process information 

from the market (Pomffyová & Bartková, 2016). 
This information can provide an insightful 

overview on market trends and more importantly, 

on customer satisfaction. Information on customer 

satisfaction plays a crucial role in customer 
relationship management (CRM) systems. CRM 

aims at achieving and maintaining good 

relationships with customers with the goal to 
develop loyalty over time (Nyadzayo, & 

Khajehzadeh, 2016). Enterprises are realizing the 

enormous potential and necessity for obtaining 

customer and market data. Through data analysis 
approaches such as big-data analysis enterprises 

can create value for the customer and increase 

customer retention (Benoit, Lessmann & Werbeke, 
2020).  

 

However, if the collected customer data, and 
employee data as well would fall under a data 

breach, the consequences could put an enterprise 

out of business. The main negative points of data 

breaching are reputation of the enterprise and legal 
repercussions are a more severe negative side and 

market monopoly (Lafuente, 2015; Nuccio, & 

Guerzoni, 2018). Security issues include access 
control, application security, cryptography and 

authentication. Enterprises have to apply multiple 

methods such as system integrity checks or remote 

system management in order to increase data 
security (Wang & Jones, 2020). In order to reduce 

implementation costs, enterprises can opt for a 

cloud-based service to acquire and manage 
customer data. Now, as a large amount of 

information is transferred through these cloud 

services, data security is a challenge and 
enterprises have to implement user-oriented 

policies, data storage security, network security, 

and application security (Tabrizchi & Kuchaki 

Rafsanjani, 2020). Effective data security solutions 
are an imperative for enterprises that collect, apply 

and store customer data. As modern CRM relies on 

customer data, data security solutions within 
enterprises should be a new "norm" of how 

enterprises conduct business with their customers. 

Namely, existing policies such as the EU General 
Data Protection Regulation (GDPR) provide a 

solid framework, and enterprises should integrate 

their own policies that would complement broader 

sets of guidelines. 

 
Interactive technologies are becoming more 

pervasive, and enterprises collect, apply and store 

customers’ personal data in a covert manner and 
fewer resources (Plangger & Montecchi, 2020). In 

the same study it was noted that customers have 

tradeoff their personal data in order to enjoy the 
benefits given by an enterprise that applies such 

data.  

 

The application and development of information 
communication technologies (ICTs) affect and 

change economic trends and economic activity 

(Goldfarb & Tucker, 2019). Namely, within the 
digital economy enterprises have to accommodate 

and adapt to dynamic communication and 

distribution channels. If competitiveness is the 

goal, then obtaining, processing and analyzing 
customer data are the key. This data is further 

applied for effective CRM. Given the risks of 

storing customer data, enterprises have to manage 
customer data securely. It is evident that 

enterprises face challenges in the digital economy, 

and issues such as data security have to be 
addressed. This topic invites new research, as the 

matter of CRM and data security is becoming a 

matter of survival on the market within a digital 

economy. This paper focuses on improvement of 
CRM through data security, as an important tool 

for gaining competitiveness. The paper addresses 

four main research questions as guidelines for the 
research: 

 How is the digitalization of the economy 

affecting enterprises? 

 How important are modern CRM systems for 

achieving competitiveness? 

 How important is data security when it comes 

to CRM systems? 

 How can CRM be improved through data 

security? 

 

The aim of this review paper is to develop a 
theoretical model for improvement of CRM 

through data security mechanisms. The paper 

consists of four main sections (excluding the 
Introduction and Conclusion sections). First, the 

research methodology is explained in more details. 

Next, the results (information, data, etc.) of the 

review process are presented. In the third section 
the theoretical model for improvement of CRM 

through data security is presented. Finally, the 

model and the research questions are discussed. 
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METHODOLOGY 
 

Review Process and Flow Diagram 
 

The PRISMA structured protocol flow diagram 

was used to conduct the review process (Moher et 

al., 2010). Literature was obtained through the 
Google Scholar service and the KoBSON service. 

The review process started with searching and 

downloading scientific articles in the domain of 

CRM, data security, Industry 4.0 and the digital 

economy. Afterwards, duplicates were removed. 
Next, a thorough screening process was conducted 

with the goal to determine the articles addressing 

the subjects of interest to the systematic review. 

Irrelevant literature sources were excluded. The 
structured flow diagram of the review process is 

presented in Figure 1. 

 

 
Figure 1: Protocol flow diagram 

 

Literature Eligibility Criteria 
 

Articles published between 2015 and 2020 were 

taken into consideration for review. Every article is 

published in credible scientific and peer-reviewed 
journals. The main subjects included in these 

articles are: 

 customer relationship management, 

 digital economy, 

 domestic enterprises and globalization, 

 globalization and Industry 4.0, 

 global economy and competitiveness, 

 SMEs and CRM, 

 CRM and data security, 

 data security and customer data  

 
Furthermore, articles in the review process are not 

taken into consideration. Similarly, articles 

published in journals conducting predatory 

practices were not taken into consideration. The 
majority of scientific journals are in the domain of 

CRM, management, customer satisfaction, 

economy and competitiveness. Details on specific 

literature sources are provided in the section of 
References. 

 

Data Collection, Search and Study Selection 
 

In the first step, articles were searched through the 

Google Scholar service. Based on the title and 
abstract, articles were downloaded through 

KoBSON or directly from the journal archive if it 

was an open access. Within this step, articles and 

conferences were checked if they were labelled 
“predatory”. Articles filling the requirements of the 

review were downloaded and stored on the 

personal computer of the author.  
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From here, duplicates were removed and article 

screening was conducted. If an article did not aim 

towards the goal of this review paper, then it was 
removed from further review. Articles including 

data on CRM systems, customer satisfaction, 

competitiveness, data security, digital economy, 
Industry 4.0 and globalization were taken into 

consideration. The data and information obtained 

from these articles are applied for development of 
relations between the model’s elements. As stated 

at the beginning of the paper, the main goal of the 

review process is to identify crucial elements of 

CRM improvement and to develop a model for 
improvement of CRM through data security. Such 

approach is a necessity in the modern business 

environment where business is conducted within 
the framework of a digital economy. 

 

REVIEW RESULTS 

 
Information from the reviewed articles are 

categorized into two groups: base reference (BR) 

and supporting reference (SR). Base references 
directly address a certain relation/connection/ 

element of the model, while supporting references 

indirectly address a specific model relation/ 
connection/element.  

 

These labels along with adequate numbering are 

used in the development process. The model 
consists of several elements and the relations 

between these elements are based on the results of 

the review (for example, BR1, BR4, SR2, etc.). 
Further, the information noted from the review 

process are as follows:  

1. Effective CRM systems are necessary for 

development of good relationships with 
customers. Continuous good relationships may 

lead to customer loyalty, which has an 

increasingly positive effect on long-term 
business performance (Budianto, 2019). From 

here, it is arguable that enterprises should 

possesses well-developed (Base reference - 
BR1). 

2. Enterprises have to implement security 

management systems in accordance with 

standardized procedures. The implementation 
and application of ISO/IEC Standard 15408 

(Information Technology - Security 

Techniques - Evaluation Criteria for IT 
Security), which consists of three main parts 

(Introduction and General Model; Security 

Functional Requirements; and Security 
Assurance Requirements) can have a positive 

result when it comes to detection and 

management of risks and countering threats 

(Dotsenko et al., 2019). (Base reference - BR2) 

3. Data security should not only be the 
responsibility of IT sector in an enterprise, but 

rather, the business infrastructure should be 

defined in a manner that integrates data 
security as a default mechanism (Spremić & 

Šimunic, 2018). (Base reference - BR3) 

4. In order to increase cyber security in 
enterprises and within their CRM systems, it is 

necessary to implement awareness programs 

for employees and minimize security fatigue 

(He & Zhang, 2019). (Base reference - BR4) 
5. Besides the adequate equipment necessary for 

an effective data security system, it is 

important to increase employee awareness 
regarding data security social engineering, as 

these attacks can often lead to authorization 

access compromised (Aldawood & Skinner, 

2019). Therefore, effective employee training 
should be periodically introduced within the 

enterprise. (Supporting reference - SR1) 

6. Cyber-attacks are mainly motivated by 
potential financial gain (through fraud, ransom, 

blackmail, intellectual property theft, industrial 

espionage, etc.) (Tao et al., 2019). (Base 
reference - BR5) 

7. If a cyber-attack should arise and customer 

data be stolen, the enterprise can have severe 

consequences not only in the form of bad 
press, but also in a more legal sense, where 

customers collectively sue the enterprise for 

not securing sensitive customer information. A 
cyber-attack can easily result in big losses for 

the enterprise, as these attacks may steal credit 

card information or other sensitive data. For 

example, the chain store Target has 
experienced a 46% loss of profit, in addition to 

the loss of trust and loyalty of customers, 

lenders and existing and potential investors 
(Manworren, Letwat, & Daily, 2016). Now, 

this attack was aimed at Target - a big 

enterprise with over 1,700 stores. (Base 
reference - BR6) 

8. As there is a tremendously increasing number 

of cyber-attacks each year, enterprises have to 

implement data security systems mainly 
consisting of several main components. These 

components are analysis (analyzing and 

identifying potential internal and external 
risks); defense (the data security system has to 

effectively annul internal and external attacks); 

detection (effective detection of internal or 
external threats and ongoing or conducted 

attacks); revival (restoring and recovering data 
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after the attack); and oversight and 

development (monitoring all employees, 

business activities, data routes, and alerts; 
conducting timely security updates and 

patches; developing security awareness) 

(Aboelfotoh & Hikal, 2019). (Base reference - 

BR7) 
9. Data security systems should integrate a 

prevention protocol consisting of recipient-

initiated report of malicious e-mail; storage of 
cyber-attack records; aggregating and 

analyzing databases; publicize senders of 

malicious e-mails; developing and setting up 
inbound and outbound filters (Lee et al., 2020). 

(Base reference - BR8) 

10. Risks in security can be categorized into 

network/platform provider vulnerabilities, 
availability and data control from a third party. 

In these cloud-based security systems, data 

should be secured with authentication and 
authorization as firewalls do not always ensure 

data security (Wang & Wang, 2017). (Base 

reference - BR9) 

11. With the goal to prevent, detect and respond to 
cyber-attacks, enterprises have to consider 

technological tools, implementation of security 

standards, firewalls, Intrusion Detection 
System, Intrusion Prevention System, antivirus 

and anti-malware software, and develop an 

overall capability to respond to incidents 
(Maglaras, et al., 2019). (Base reference - 

BR10) 

12. Data security systems for securing data 

(customer, employee, market, financial, etc.) 
are affected by various factors. Especially in 

the developing countries. These factors may 

include financial resources, management 
support, awareness, IT education, pirated 

software, usage patterns, etc. (Kabanda, 

Tanner, & Kent, 2018). In order to effectively 

manage such security systems adequate 
optimization is needed. (Base reference - 

BR11) 

13. Furthermore, modern ICTs have made it 
possible for enterprises to collect, process and 

analyze data from customers. The information 

extracted from these data makes it possible for 
enterprises to develop effective CRM systems. 

In other words, through use of ICTs, 

enterprises can use customer and market data 

for development of short-term and long-term 
strategies to attract and retain customers. CRM 

is an important factor for long-term enterprise 

sustainability, as it was found that CRM can 

improve efficiency, customer satisfaction, 

brand reinforcement, cost reduction and 

customer loyalty (Pohludka & Štverková, 
2019). (Supporting reference - SR2)  

14. SMEs have to realize the value of customer 

data and the value of retaining, processing and 

analyzing that data for financial gain and for 
development of competitiveness (Li, Nirei, & 

Yamana, 2019). Namely, customer data has a 

significant role in an effective CRM system. 
(Base reference - BR12) 

15. In order to develop and distribute the right 

products at the right time, enterprises have to 
identify the noted specific market segments. 

On the global, digitalized market, SMEs are 

competitors of big corporations, and vice-

versa. However, dynamic changes on the 
market may take a bigger toll on big 

corporations. This is due to the size and 

complexity of organization and organization 
processes. Namely, larger organizations have 

to implement more changes (Andersson et al., 

2018) compared to SMEs. (Base reference - 

BR13) 
16. With the goal to safely manage customer data, 

enterprises have to address five major security 

factors within their network security. These are 
confidentiality (not accessible to unapproved 

personnel); availability (must be easily 

available to approved clients, and secured from 
unapproved clients); authentication (client 

confirmation through passwords, biometric 

information, documents, etc.); integrity (the 

data cannot be adjusted/modified in the 
distribution and transmission process); and 

non-repudiation (both the sender and receiver 

know the source of the data) (Adlakha et al., 
2019). (Base reference - BR14); 

17. As devices used in business and connected to 

the Internet can be the subject of cyber-attacks 

(unauthorized access; confidentiality; 
availability; transmission threats; and 

malicious code attacks) the following 

principles should be taken into consideration 
for guaranteed security: confidentiality 

(authorization through credentials); integrity 

(protecting information from attacks); 
availability (data should be available to 

authorized personnel, and not be limited); 

authenticity (different operations require 

different access authorization); nonrepudiation 
(trusted audit trail); and privacy (right to 

interact at desired level) (Ervural & Ervural, 

2017). (Supporting reference - SR3) 
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18. CRM collects data on customer satisfaction, 

customer retention rate, revenue per customer, 

information on perceived quality, brand loyalty 
and other significant metrics. After this data is 

analyzed, the obtained results are applied 

within CRM strategies that may increase 
customer satisfaction and customer retention 

(Soltani & Navimipour, 2016). (Base reference 

- BR15) 
19. In order to improve integrated information 

systems, including CRM, it is necessary to 

conduct multi-layer data security that may 

include information gathering, information 
analysis, information evaluation, detection of 

risks, recovery and maintenance (Jafari 

Navimipour & Soltani, 2016). (Base reference 
- BR16) 

20. CRM practices were found to positively affect 

customer relationship quality and customer 

satisfaction. CRM systems shorten the distance 
between the customer and enterprise, which 

positively affects development of customer 

loyalty (Santouridis & Veraki, 2017). In 

addition, in the same research it was noted that 

an effective CRM system has to provide value 
to the customer. (Base reference - BR17) 

 

The information from the reviewed articles is used 
as base and support references for development of 

the model for improvement of CMR through data 

security. The model is presented in the next 
section. 

 

MODEL FOR IMPROVEMENT OF CRM 

 
Based on the thorough literature analysis a model 

for improvement CRM through data security is 

developed. The model is generic in nature in order 
to be applicable in various enterprises. The model 

includes several integral elements. The 

relations/connections between these elements are 

labelled in accordance with corresponding base 
(BR) or supporting reference (SR). The model is 

presented in Figure 2. 

 

 
Figure 2: Model for CRM improvement 

 

Based on the depicted model in Figure 2, it can be 

seen that the CRM system module is supported by 
the data security management system. The goal 

was to develop a rather generic model in order to 

make it suitable and modifiable for enterprises 

regardless of industry, size and business 
environment. The model is based and supported by 

the findings noted in the section of Results 

Review. The CRM improvement process is based 
on securing customer data and reassuring them that 

their data is secure.  

 

Customer data includes the obtained, processed, 
analyzed and stored data on customers (IDs, e-
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mails, information on gender, age, geographic 

location, address, phone number, credit card data, 

etc.). In addition, it contains semi-sensitive data on 
customer experience, customer loyalty, brand 

loyalty, customer intentions, customer satisfactions 

and perceived quality. This data is the core of the 

CRM system. 
 

The CRM system represents the main system for 

management of customer relationships that has a 
goal to develop long-term customer loyalty and to 

also attract and retain customers. Within this 

model, the enterprise applies data security in order 
to protect customer data, which leads to an 

improved CRM.  

 

Further, the data security management system 
represents the main core module of data security 

measures within the CRM system. Risks and 

threats regarding customer data are detected and an 
array of measures are conducted including: 

gathering information (information on the potential 

data breaches and hacks, passwords, authentication 

processes, ID registries, etc.), analyzing 
information (aims to detect vulnerabilities, security 

shortcomings or lack of awareness), evaluation 

(evaluation is conducted on potential threats and 
risks), prediction (future trends and predictions are 

projected), preparation (development of 

operational procedures for threats and risks), 
detection (detecting threats and risks), response 

(actions to annul existing and future threats and 

risks), awareness (increasing awareness of cyber 

threats and risks, among employees), analysis and 
improvements (analyzing the attack metrics), 

recover and restore (damage determination and 

conduct of data recovery), optimization 
(optimizing system modules that directly or 

indirectly use customer data), re-evaluation 

(thorough and continuous re-evaluation of the 

whole data security management system and the 
CRM system has to be conducted) maintenance, 

data security, communication and monitoring (the 

pillars of continuous improvement of the data 
security system).  

 

As noted earlier, the model is generic in nature, 
and it is up to the enterprise what data security 

solution they will implement. The main concept of 

this model is continuous monitoring-evaluation-

improvement cycle. The enterprise has to integrate, 
alongside with its CRM system an adequate data 

security system. In cloud-based CRM solutions, 

data security is most likely a "default" setting. The 

presented model provides an overview on how data 

security challenges can be addressed.  

 
Depending on what type of data storage is used for 

customer data, the enterprise has to define and 

implement an effective data security management 

system. These systems can be based on data 
security policies, standards or hybrid non-

standardized solutions. A CRM system supported 

with such data security is more effective in 
ensuring the enterprise’s customers that their data 

is safe. This may further lead to increased 

customer satisfaction and development of long-
term customer loyalty. 

 

DISCUSSION 

 
The challenge for enterprises when it comes to the 

digital economy lies in the dynamic changes of 

ICTs characterized by the fourth industrial 
revolution - Industry 4.0. (Kiyamov et al., 2019). 

Thus, conducting business within the frameworks 

of Industry 4.0 requires enterprises to apply 

modern ICTs (Gerbert et al., 2015). Technology 
can drastically improve quality, reduce 

manufacturing costs and increase overall 

competitiveness (Angelous Kotey & Yindenaba 
Abor, 2019).  

 

Now, in today’s digital economy, where the vast 
majority of business activities take place online, 

enterprises have to take into consideration the 

threats from cyber-attacks that can result in loss of 

sensitive data, stolen intellectual property, damage 
to the business public image, and damage to 

overall business performance (Raghavan, Desai, & 

Rajkumar, 2017). Therefore, when enterprises set 
up their CRM systems and when they collect 

customer data, it is important to take into 

consideration the users’ concerns when it comes to 

their personal information and privacy. CRM is 
necessary for achieving competitive advantage on 

the market as enterprises gather, process, visualize, 

share and apply customer and market data provides 
user-friendly and specific information on metrics 

of interest (Holmlund et al., 2020). Without an 

effective CRM system with data security systems 
supporting it, enterprises may face difficulties in 

obtaining a competitive position on the market. 

 

As social media data breaches occur from time to 
time, users/customers are getting more and more 

aware of the fact that enterprises collect and store 

their data and that this data is at risk from cyber-
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attacks (Hu et al., 2018). Customer data is not 

vulnerable only on social media and other online 

platforms. Enterprises also face risks when it 
comes to the integrity of their customers’ data 

(Powell, 2019; Raghavan, Desai, & Rajkumar, 

2017). Therefore, it is evident that in order to 
improve CRM, enterprises have to secure customer 

data collected for development of good C2B 

relationships. Furthermore, based on these 
findings, the research questions are addressed: 

 

1. How is the digitalization of the economy 

affecting enterprises? The modern business 
environments is “forged” in the changes brought 

by the globalization of markets and the framework 

of Industry 4.0. The rapid advancement of ICTs 
has changed the way how enterprises conduct 

business on the international market. Digitalization 

of the economy certainly puts a strain on 

enterprises as they have to adapt to new ways of 
conducting business. An online presence of almost 

any enterprise is an imperative for a chance to 

achieve competitiveness and satisfactory business 
performance. This online presence requires and 

effective CRM system that manages various 

metrics of customer relationships through obtained 
customer data. 

 

2. How important are modern CRM systems for 

achieving competitiveness? Given the results of the 
thorough analysis of the existing literature in the 

domain of CMR and competitiveness, it can be 

argued that modern CRM systems are necessary 
for an advantage on the international market, while 

less sophisticated CRM solutions are necessary for 

survival on the domestic market.  

 
Simply, domestic enterprises, and enterprises 

overall, have to know their customers and to 

effectively manage their relationships with them. 
The main focus of CRM systems is on 

development of customer loyalty that has one of 

the highest levels of customer retention. Without 
CRM systems, enterprises would have a hard time 

to determine the level of customer satisfaction, 

customer experience, customer loyalty, etc. Now, 

as for modern CRM systems, where big data 
analytics are applied, these represent a “powerful 

tool” for effective development and innovation of 

relationships with customers. This further 
positively affects new customer attraction and 

overall customer retention. However, modern 

CRM systems carry a larger risk of cyber-attacks, 
where customer data becomes a “two-edged 

sword” meaning that if data breaches occur, a 

significant loss of customer trust can follow after 

these cyber-attacks. 

 
3. How important is data security when it comes to 

CRM systems? CRM systems carry the risk of 

cyber-attacks. Earlier in the paper it was noted that 
data breaches, fraud, blackmail and other types of 

cyber-attacks can severely affect customer trust 

that further negatively affect overall business 
performance. Therefore, enterprises in the digital 

economy, face challenges when it comes to 

building relationships with customers and at the 

same time securing the obtained and stored 
customer data as a part of their CRM.  

 

The majority of enterprises have to implement a 
standardized or other type of policy regarding data 

security management within their CRM activities. 

From an enterprises’ viewpoint, data security is a 

matter of economic stability in the long run. The 
long-term effectiveness of CRM is at risk if 

customer data is vulnerable. Therefore, when a 

specific CRM mechanism is developed, one of the 
main pillars should be data security.  

 

4. How can CRM be improved through data 
security? An effective CRM system manages 

customer data in order to develop quality 

relationships with customers. Now, in order to 

protect customer, as noted before, data security 
mechanisms have to be in place. With the goal to 

improve CRM, which would indirectly improve 

customer relationships, leading further to customer 
loyalty, a model was introduced. From the model it 

is evident that the CRM system is supported by the 

data security management system including several 

modules for detection of risks and threats and 
procedures to eliminate them. Such configuration 

requires continuous evaluation and improvements. 

In addition, these extra security measures should 
be communicated to the customers as well, thus 

increasing their trust and satisfaction towards the 

enterprise.  
 

The significance and contribution of this paper lies 

in its concisely conducted and structured review 

used for development of a model for CRM 
improvement through data security. Further, as for 

research implications, fellow researchers can 

address this paper as a basis for future empirical 
studies in the domain of CRM and customer data 

security. As for practical implications, enterprises 

can address this present paper in order to obtain an 
overview on the importance of securing customer 

data and other sensitive data regarding their 
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business activities. The social implications can be 

in the form of higher awareness of society on how 

enterprises obtain, apply and store data of their 
customers. Such awareness may lead to a more 

rational and safer distribution of personal 

information on the Internet. 

 

CONCLUSION 

 

The modern business environment puts pressure on 
enterprises when it comes to development of 

relationships with customers. Therefore, effective 

CRM systems are an imperative for long-term 
success on the market. However, an ever- 

increasing number of cyber-attacks on databases 

(storing customer data and other sensitive business 

information) is a major challenge for enterprises. 
These attacks can severely affect business 

performance and the overall survival of the 

enterprise on the market. It can be concluded that 
CRM is a necessary mechanism for achievement 

and maintenance of competitiveness, while 

adequate data security should be introduced in 

order to reduce risks and threats of cyber-attacks. 
Further, it can be seen that in the digital economy, 

enterprises almost do not have a choice when it 

comes to collecting, processing and storing 
customer data. Without these practices, their 

competitive position on the market would be 

uncertain. On the other side, customers tend to 
“flock” towards enterprises that “care” and 

“understands” them the most. This caring and 

understanding comes for price in the form of 

personal or semi-personal data. Ethical and moral 
aspects in these C2B relations are questionable. 

Therefore, for future research it would be 

interesting to analyze customers’ opinions on how 
enterprises collect, process and store customer 

data. 

 

The main limitation of this paper is the lack of 
survey data on how enterprises manage to stay 

afloat on turbulent markets. In addition, empirical 

data on domestic enterprises could have been 
included. However, this review paper still provides 

a concise overview on several CRM and customer 

data issues. In addition, it integrates the findings 
into a generalized model for improvement of 

CRM. Overall, this study makes a solid basis for 

future research in the domain of CRM and 

customer data security. As noted previously, future 
research can focus on customers and on enterprises 

activities regarding customer data in their C2B 

relationship. It is also recommended to conduct a 

survey with enterprise managers in order to 

investigate specific data security solutions and how 

they function within various enterprises. This 
approach may shed light on interesting 

perspectives when it comes to CRM and customer 

data security. 
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CRM I PODACI KORISNIKA: IZAZOVI POSLOVANJA U DIGITALNOJ 

EKONOMIJI 

Preduzeća se suočavaju sa izazovima postizanja konkurentnosti usred globalizovanog tržišta. U 

savremenom poslovnom okruženju, efikasan CRM je neophodan za zadržavanje kupaca. Kako se 

CRM sistemi oslanjaju na podacima o korisnicima, važno je osigurati integritet podataka. Ovaj rad 

detaljno analizira izazove preduzeća, CRM i podatke o korisnicima. Glavni cilj ovog rada je 

pregled postojeće literature i poslovnih praksi u domenu CRM-a. Pored toga, razvijen je model za 

poboljšanje CRM-a. Model se zasniva na rezultatima pregleda literature i kao takav predstavlja 

pristup ka unapređenju CRM sistema, uzimajući u obzir integritet podataka o korisnicima. 

 

Ključne reči: CRM; Podaci korisnika; Globalizacija; Digitalna ekonomija; Sigurnost podataka. 


